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1. OBIIHE ITOJIOKEHHA

1.1. Hacrosmee ITonoxeHue o 3amuTe o6y4arOmuXcs 0T HHGOpPMALKHK, IPHYHHSIONIEH Bpe HX
snopossio i passutuio B AHOO BO «Cubupckuit HHCTUTYT OH3HECA H HH(POPMAIIHOHHBIX TEXHOIIOTHI)
(nanee — [TonoXKeHuE) YCTAHABIMBAET NOPSIOK 3aIIMTH O0YJAIOMKMXCS OT HHPOPMAIMH IPHHHHSIOMICH
BpeJl HX 3OPOBBIO M DAa3BATHIO B ABTOHOMHOH HEKOMMEpHYeCKOH 00pa3oBaTeNbHOH OpraHus3alud
BhICero oGpasoBanus «CHOMpCKHil HHCTHTYT OM3Heca M WH(OPMAUMOHHBIX TEXHOJOTHH) (Hanee —
UHCTHTYT).

1.2. Hacrosmee ITonoxxeHue paspaboTaHo B COOTBETCTBHH €

- Koncrurynueii PO,

- deneparsHEIM 3aK0HOM OT 29 nexabps 2012r. Ne273-®3 «O06 obpasopanuu B Poccuickon
Oenepanuu»,

- QenepanbHBM 3aKoHOM 0T 29 nexadps 2010 rona Ne 436 - @3 «O 3amuTe 00y4arOmMUXCs OT
uH(pOpMAIHY, IPHIHHAIONMIEH Bpe HX 3M0POBBIO H Pa3BHTHION

- QepepanbHbM 3akoHOM ~ oT 27 umrons 2006 roma Ne 149-®3 «O6 wunpopmanmy,
HH(OPMALMOHHBIX TEXHOJIOTHAX H O 3aIIATE HHPOPMAIIHI,

- Tpuxasom Munkomcsssu Poccun ot 16.06.2014 1. Ne 161 «O6 yTBepxneHnr TpeOOBaHHH K
aIMHUHHCTPATUBHBEIM M OPraHM3alHOHHBIM MepaM, TEXHHYECKHM H IIPOrpaMMHO-alapaTHEIM CPeICTBaM
3aIUTH feTel OT HH(OPMAIMH, IPHYHHSIOMEH Bpe/l UX 3[0POBBIO U (AJIH) Pa3BHTHION;

- Tlpukasom Munkomcessu Poccum ot 29.08.2012 r. Ne 217 «O6 yrBepxkieHHH IOpsaKa
IPOBENEHMS 3KCIepTU3bl MHGOPMALMOHHOM NPOXYKIMH B UeNaX obecnedeHus HHGOPMAIHOHHOH
0e30IacHOCTH JIETEH»;

- [Tucemo Munobpuayku Poccum ot 28.04.2014 N [1JI-115/03 «O HanpaBieHAH METOJUIECKHX
MaTepuaioB i obecredeHns HHGOPMAIHOHHONH 0€30IacHOCTH JeTed IPH HCIONIB30BAaHHH PECYPCOB
cetu VuTepHeT» (BMecTe ¢ «MeTOAUYECKHMH PEeKOMEHJAMAMHU [0 OTPaHMYEHHIO B 00pa3oBaTe/bHbIX
OpraHM3alisX AOCTyIa oO0ydaroliuxcs K BHAaM HH(OpMaluH, paclpOCTpaHsAeMOH IOCPEICTBOM CETH
«VIHTEpHETY», NPUYMHSIOIIEH Bpel 3I0POBBIO H (MIH) Pa3sBUTHIO JIETEH, a TAKKe HE COOTBETCTBYIOLIEH
3amadaM 06pa3oBaHus», «PEKOMEHJAIUAMH 0 OPTraHU3allHMH CHCTEMBI OTPAHMYEHHs B 00pa30BaTeNbHBIX
OpraHM3amuaxX A0CTyma oOydarommuxcs K BHAaM HHGOpMAIMH, PacIpOCTPaHsIEeMOH MOCPEICTBOM CETH
VnTepHeT, NpUYHHSIOMEH Bpel 3J0POBBIO M (MJIM) Pa3sBUTHIO JETeH, a Takke He COOTBETCTBYIOLIEH
3a/1ayaM 00pa3oBaHHUS»)

- HOPMATHBHBEIMH ¥ METOJWYECKHMH MaTepHalaMH NpPHHATBIMH  YIIOJHOMOYEHHBIMH
(elepaIbHEIMH OpraHaM¥ HCIONHHUTeNbHOH BracTH Poccuiickoii @enepanmu id  obecredeHus
aIMUHHCTPATHBHEIX M OPraHA3allMOHHEIX Mep 110 3aIlUTe NeTeH 0T HH(popMaIuy, NpHYHHAIONMEH Bpea HX
3I0POBBIO U Pa3BUTHIO.

2, OCHOBHBIE INIOHATHS

2.1. Joctyn mereii k uHGOpMaHHU - BO3MOKHOCTE NOMYYCHUS U UCIIOIB30BaHUS JETEME CBOOOIHO
pacnpocTpaHseMol HHPOpPMAaIHH;

2.2. 3Hak HHPOPMALMOHHOM NPOLYKUUH - rpaduyueckoe M (HIH) TEKCTOBOE 0003HAUYECHHE
uH(pOpPMAaIMOHHOH NPOIYKIUH B COOTBETCTBHH € KiIaccu(uKanuerd HHGOPMAHOHHONH IPOIYKIIUH.

2.3. 3penummpHOe MEpONPHATHE - JAEMOHCTpanus HHOPOPMAIMOHHOH IPONYKIHMH B MECTE,
JOCTYIIHOM Ul IETeH, X B MECTe, Tl MPUCYTCTBYET 3HAYMTEIIBHOE YUCIIO JIHL, HE NPHHANIEKAMMX K
OOBIMHOMY KPYTY CEMBH, B TOM YHCJIE€ IOCPEICTBOM NPOBENEHUS TEaTPaIbHO-3PETHIIHEIX, KyIETypPHO-
IPOCBETHTENBHBIX U 3PEIIHIITHO-Pa3BIIEKaTEIbHBIX MEPOIIPHSTHIA.

2.4. UndopmanmonHas 0e30I1acHOCTh JETeH - COCTOSHHUE 3aIIUIIEHHOCTH AeTelf, IpH KOTOPOM
OTCYTCTBYET PHCK, CBSI3aHHEIH ¢ IpUYMHEHHeM HH(opMalueli Bpeaa ux 3M0pOBEIO U (WIH) QH3HYECKOMY,
ICHXHYECKOMY, lyXOBHOMY, HPaBCTBEHHOMY Pa3BHTHIO.

2.5. UudopmanuonHas NpoayKIus - IpeHa3HaueHHbIe A1 06opoTta Ha Tepputopuu Poccuiickoi
Qepepanuy NPOAYKUHMS CPENCTB MaccOBOM HMH(pOpManuu, IeyaTHas NPOLYKIMs, ayJIHOBH3yalbHAas
NPOIYKIHA Ha JIOOBIX BHJAX HOCHUTENEH, NMPOrpaMMbl ANl 3JIEKTPOHHBIX BBEIMHUCIUTEIBHBIX MAIIHH



(nporpammel i OBM) u 6a3sl JaHHEIX, a Takke MHQOpMALHs, PacIpoCTpaHfeMas MOCPEICTBOM
3PENHUITHBIX MEPOIPHUATHIL, TOCPEACTBOM HH(OPMALHOHHO-TEIEKOMMYHUKAIHOHHBIX cereil, B TOM 49HCIIE
cetn «VIHTEpHETY, B ceTell MOABIKHON paguoTeneOHHOMN CBI3H.

2.6. MudbopManmoHHas IPOLYKL|s UL neTel - nHOopMaroHHas IPOAYKIKS, COOTBETCTBYIOMAst
0 TeMaTHKe, CONEPXKAHHMIO H XYHOKECTBEHHOMY OQOPMICHHIO (U3HYECKOMY, NCHXHIECKOMY,
ITyXOBHOMY ¥ HPaBCTBEHHOMY Pa3BHTHIO IETEH.

2.7. MiHdopManus, IpHYHHSIOMAs BPE/ 30POBLIO | (M) PasBUTHIO [IETEH, - uHopmarus (B TOM
yrcne cozepKamaics B MHGOPMAMOHHOM NPONYKIMHE IUIA NeTel), PacpoCTpaHeHHe KOTOPOH Cpeay
IeTeit 3aIpeleHo WK OTPAaHHYEHO B COOTBETCTBHH ¢ DeiepalbHbIM 3aKOHOM.

2.8. Undopmamus mopHOrpaEyeckoro xapakrepa - HHGOpMaLHMs, HPEICTaBldeMas B BHIC
HaTYpPaTHCTHYECKHX H300paXKeHHs HJIM ONKMCAHHS IOJNOBBIX OPraHOB 4eNOBCKa M (uaH) MOJIOBOTO
CHOIIEHHUS JTHOO0 COIIOCTABUMOTO C IOJIOBEIM CHOIIEHHEM JIEHCTBHS CEKCyaIbHOI0 XapaKkTepa, B TOM JHCIIe
TaKoro JAEHCTBHSA, COBEPIIAEMOr0 B OTHOIIECHHH JKHBOTHOTO.

2.9. Kiaccubukanus HHGOOPMAIMOHHON NPOJYKIHH - pacIpefeneHrne HHPOpPMAlHOHHOH
IPOZYKIMY B 3aBUCHMOCTH OT €¢ TeMATHKH, XKaHpa, COACPXKaHUA M XyI0XKECTBEHHOIrO oopmnerus 1mo
BO3PACTHBIM KaTerOpUsIM JETel B IOpsAaKe, ycTaHOBIeHHOM DeepaibHbIM 3aKOHOM.

2.10. Mecra, [OCTYMHBIE 1s AeTeil, - 0GMEeCTBeHHEIE MECTa, OCTYH PeOeHKa B KOTOpbIe U (¥IIH)
HAXOXK/IeHHE pebeHKa B KOTOPBIX HE 3alPelleHbl, B TOM YHCIIe 06IECTBEHHEIE MECTa, B KOTOPBIX peOCHOK
MMEeT JOCTYII K MPOJIYKLUK CPEACTB MacCoBOi HHOPMAIMHy H (W/IK) pasMeIaeMoi B HHPOpMAIHOHHO-
TEJIEKOMMYHHKAIIHOHHBIX CETAX HHPOPMaMOHHOH IIPOXYKIHH.

2.11.HarypamicTuyeckue H300pakeHHe WM ONMHCAaHHE - H300paKeHHe WM ONHCAHUE B moboi
dbopMe H ¢ HCTIONIB30BAHKEM JIOOBIX CPEACTB YEN0BEKA, KUBOTHOTO, OT/ENbHBIX 4acTell Tela YelOoBeKa 1
(MIM) XHBOTHOTO, AeHcTBUs (6e3meicTBHs), COOBITHS, ABNEHHS, HX MOCIEACTBHH C (HKCHPOBaHHEM
BHHMAHHS Ha JETAIAX, aHaTOMMYECKHX IIOAPOOHOCTIX U (HIH) QU3HOTIOrHYECKHX IIpoLeccax.

2.12. O6opoT HHPOPMALMOHHOK NPOAYKIHH - HPENOCTaBIeHHE M (WIH) paclpoCTpaHEHHE
HH(OPMAIHOHHOM TIPOMYKIIKH, BK/IFOYas ee MPOAaxy (B TOM YHCIE PAaCHpOCTPAHEHHE IO MOAMHCKE),
apeH/Iy, IPOKAT, pasaady, Bblaady U3 QOoHIOB 00IIeTOCTYHBIX GHOMMOTEK, MyOIHYHBbIH 10Ka3, Iy6IHIHOe
HCIIONHEHHe (B TOM YHCIE IOCPEACTBOM 3DPEIHIIHBIX MEPONPHSATHIL), pacnpoCTpaHeHHe MOCPEICTBOM
3(upHOro WM KabejabHOro BelaHWs, HH()OPMAlHOHHO-TEIEKOMMYHHKAIIMOHHEIX CETEH, B TOM YHCIe
cets «HTEpHET», H CeTel MOABHIKHON panuoTee(OHHOM CBA3H.

3. BUJIbl HHOOPMAIIAH, TPUUUHAIOMIEN BPEJ] 310POBbIO
OBYYAIOIIUXCAH

3.1. K umrdopmMamumu, 3ampelneHHO# I paclpoCTpaHEHHS cpeld 0OydaloIluXcs, OTHOCHTCS
HH(pOpMaNH:

¢ noOyxaaromas 00y4Jarouxcs K COBEPUIEHHIO NeHCTBUH, IPeICTaBIIONIMX YTPO3y HX JKH3HHU U
(WJH) 30POBEIO, B TOM YHCJIE K IIPHYHNHEHHIO BPea CBOEMY 30POBEIO, CaMOYOHHCTBY;

e cmocoOHas BBI3BaTh y OOyYarOmMXcs JKETaHHE YHNOTPeOUTh HApKOTHYECKHE CpEZCTBa,
IICUXOTPOIHbIE M (WJIH) OJypMaHMBAaIOIIHE BellecTBa, TabadyHble H3IEIHsA, HHUKOTHHCOJEPXKAIIYIO
IIPOIYKIHIO, aJIKOTOJIBHYIO H CIMPTOCOAECPIKAINYIO IPOAYKIHIO, IMBO M HAIlHTKH, H3rOTaBIHMBAaeMbIE Ha
€ro OCHOBE, IPUHATH YYACTHE B a3apTHBIX MIpax, 3aHHUMAaThCs NPOCTUTYIHEH, OpodsKHUYECTBOM WM
HOIPOIIAHHUYIECTBOM; OOOCHOBBIBAOINAS WM ONpPABBIBAIOIIAA JOIYCTHMOCTh HAcHIMA M (M)
)KECTOKOCTH JIHO0 OOy K aaroast OCyIIeCTBIATh HaCUIbCTBEHHBIE AEHCTBUSA 110 OTHOLIECHHIO K JIFOAAM HIIH
JKUBOTHBIM;

® OTPHIAIOIIASA CeMEHBIe LIEHHOCTH B (OPMUPYIOLIast HeyBaKEeHHE K POAUTENSAM U (HIIH) OPYTHUM
YJIeHaM CEMBbH;

® OIPaBABIBAIOIIAS IIPOTHBOIIPABHOE IIOBEICHHUE;

e coJepiKalas HelleH3ypHYI0 OpaHb;

e cozeprkamasi HH(GOPMAIHIO IIOpHOrpaQHIecKoro Xxapakrepa.

K urdopmauuu, pacmpocTpaHeHHe KOTOpoil cpequ o0ydaroIuXcsl ONpEENEHHBIX BO3PacTHBIX
KaTeropuii orpasaydeHo (no 18 jer), oTHOCHTCA MHOpMALMsL:



e mpexcraBisieMas B BHIE HM300paXKeHHs HIIH ONHCAHHSA KECTOKOCTH, ¢u3pgeckoro u (M)
[ICHXHYECKOT0 HACHIIMS, IPECTYILUICHHS MM HHOTO aHTHOOLIECTBEHHOTO IeHCTBHS;

e BER3EIBAIOMAN Y OOYYAKOLIHMXCS CTPax, YKac MM MaHWKy, B TOM YHCIIE NPEACTABIAEMasd B BHIC
n300pakeHHs MM ONMHCAHMA B YHHIKAIOLIEH 4enoBeYeCKOe NOCTOMHCTBO (opMe HEHACHIILCTBEHHOH
cMepTH, 3a00/IeBaHus,

e caMOyOHiACTRa, HECYACTHOIO CJIydas, aBapHH MM KatacTpodsl U (V1K) MX IOCTeICTBHI;

* IIpeJicTaBIAEMas B BHIe M300pa/KeHHS HIH OIUCAHHSA NOTIOBBIX OTHOIICHHI MEXTY MY>XIMHOH K
YKEHIIMHOM;

e copieprkaias GpaHHbIE CIIOBA U BHIPAKEHHS, HE OTHOCAIIMECS K HELEH3YPHOH OpaHH.

4. MEPBI IPEAYIIPEXKJIEHUASA JOCTYIIA OBYYAIOIIUXCSH K HTH®OPMAILIMH,
NPUYHUHSIIOIIEN BPEJ X 310POBbIO U BOCIIUTAHHIO

4.1. K TexHWYEeCKHM H TOpPOrpaMMHO-alllapaTHBIM CPEJICTBAM 3alllUTHl JeTedl OT BHJOB
HH(MOPMAIIUH, PaCTIPOCTPaHAeMOl ocpencTBoM ceTH "HHTepHeT", IPUYHHSIOMIEH Bpe/l 3/10POBBI0 H (mnm)
pasBHTHIO JeTel, a TaKKe HE COOTBETCTBYIONEH 3a/a4aM 00pasoBaHHA IPeIbABIAIOTCS ocobrle
TpeGoBaHHS .

Bammra jgeTell OT HMHGOpPMAlMH, IPHYMHSIOMEH Bpel HX 3[0POBBI0 M (HIM) Pa3BHTHIO,
OCYIIECTRIIAETCA MOCPEICTBOM HCIIONB30BAHHSA CHCTEMBI KOHTEHTHOH QuibTpaliy (Jasee - CK®).

HUcnonszyemas B Mucturyre CK® COOTBETCTBYET PEKOMEHAAUMAM II0 OpTaHU3AlMH CHCTEMBI
OrpaHHYeHHS B O0OpA3OBATENLHBIX OPraHM3ALMAX MOCTYNa oOydaromuxcs K BHJaM HH(pOpMAaIuy,
pacHpoCTpaHsIeMoii MOCpeACTBOM ceTH HIHTepHET, NIPUUYMHSIOWEH Bpes 3M0pOBBIO H (WIIH) Pa3BHTHIO
JIeTel, a TaKKe He COOTBETCTBYOLIEH 3aadyaM 00pa30BaHMs.

42. B VHcTHUTyTe co3JaHa CHCTeMa OpraHH3alMOHHO-aJIMMHHMCTPAaTHBHBIX MEPOIPHATHH,
HalpaBjeHHBIX HA 3aIMUTy NeTell OT BHJAOB HH(OpMaIMH, paclpOCTPAHAEMOH IOCPEACTBOM CETH
"HTepHeT", NPHYMHSIOLIEH Bpel 3LOPOBBIO M (WJIM) Pa3sBHTHIO JETEH, a TAKKe HE COOTBETCTBYIOIIEH
3aja4aMm 00pa3oBaHHUs:

- obecrieueHne 3alUTHl JeTell OoT HH(OpMALMH, NPHIHHSIOMEH BpEX HX 3I0POBBIO H (WIIH)
Pa3BUTHIO IIOCpeacTBOM Hcnonb3oBaHus CK®, a Taroke IyTeM OCYIIECTBICHHS MEIaroraMu BH3yalbHOTO
KOHTpOJIs paboThl neteit B cetu "VHTEepHET";

- mpoBegeHHE OOpa30oBaTeNbHBIX M KOHCYIBTAllHOHHBIX MEDONPHATHH C  POJMTEIAMHU
00y9aromuXxcs ¢ HEeNb0 00bICHEHUS IIPABKJI, PUCKOB ITPENOCTABIECHNS JETAM CPEICTB CBA3H C BHIXOJOM B
cets "IHTEpHET", B YaCTHOCTH, IIPH IIOCEIEHUH 00pa30BaTENBHOTO YUPEKICHHS;

- He gomyckaercs o000poT HHG)OPMANMOHHOM NPONYKIMH, coAepkamed HHpopMamHio,
OPUYMHSIONICI0 BpeX 370POBBI0O M BOCIUTAHHIO OOydalolMXCi 3a HCKIIOYEHHEM  CIIyYaeB,
npenycMoTpeHHBIX DenepaibHbiM 3akoHOM «O 3amuTe Aerei oT HHGOpMaLuH NPUYHHAIOMEH Bpel HX
3JOPOBBIO H Pa3BHTHION.

- obopor wHHGOPMAIMOHHOH MNPOAYKIWH, coiepxamiell HHGOpMAIHIO, 3alNpelieHHYIO It
pacIpocTpaHeHHs cpeay o0ydaroluxcs, B MecTax, JOCTYIIHBIX [ oOyJaromuxcs, He JomyckaeTcs 6e3
IpUMEHEHHUs aJMUHUCTPATUBHBIX M OPraHU3allMOHHBIX MEp, TEXHUYECKUX M IPOrpaMMHO-alIapaTHBIX
CPEICTB 3aLUThI 00yJaronuxcs 0T yKa3aHHOH HH(QOpMAalHH.

- s OrpaHHYEHHUs JOoCTyna K MHGOpPMAalU{ TNPHHOCAIIMH Bpe] 3[0POBBI0 U BOCHHTAHHIO
obyuaromuxcss B cetu «lMHTepHeT» B HMHcTuTyTe paspaboraHo mnporpaMMHoe oOecnedeHHe IO
OTpaHUYEHHIO JOCTYyNa 00YJaroMMXCs K 3alpeleHHbBIM MaTepyaaiaM B ceTH VIHTEpHET, B COOTBETCTBHH C
dbenepanbHBIM CIHCKOM SKCTPEMHCTCKUX MAaTEpHAIOB.

- Ha WH(OpPMALMOHHBIX CTeHAaX B VIHCTUTyTe, pacmoloKeHHBIX B (Qoiie m B kabuHerax,
OCHAIIEHHBIX IIePCOHAIBHBIMH yCTpOMCTBAMH JUIs BBIXOJa B ceThb VIHTepHET, pa3sMeIleHbI
HH(pOPMAI[MOHHBIE NaMSATKH, COIEpPXKallie OCHOBHBIE COBETHI II0 OOECHEUeHHIO HH(OPMAIMOHHOM
6esonacHocTH obyqaronuxcs (ITpunoxenue 1).

- Ha o¢unuansbHOM caiite HMHcTHTyTa oOecmedeHo — (YHKIIHOHHpOBaHHE paszena
«Madopmanuonnas 06e30macHOCTB», B paMKax KOTOPOrO MPELYCMOTPEHO pa3sMEIIeHHE JaHHOH
uH(OpMaIHH.



- Ha o¢unmansHoM caiite MuctuTyra B cetd «MHTepHET» pasMEIICHHE HH(pOpMaIuH,
NIPUYMHSIONIEN Bpe]l HX 30POBLIO M BOCIHTAHHIO HE IOMYCKACTCA.

5. OTBETCTBEHHOCTD 3A H{’ABOHAPYH.IEHI/IH B COEPE 3AIIUTHI OT
WH®OPMALNHA, IPUYAHAIOILIEN BPE] UX 310POBBIO U BOCIIUTAHHUIO

5.1. Hapymenne mopsaKa 3alWTH OOYHalONMXCs OT HH(pOpMaluy, NpUYHMHAIOmMEH Bpen HX
3[0pOBBIO M DAsBHTHIO, BIedeT 3a COOOM OTBETCTBEHHOCTh B COOTBETCTBHH C 3aKOHOXATEILCTBOM
Poccuiickoii Penepaiin.

COI'JIACOBAHO:

7
FOpHCKOHCYIIBT 7@‘5 C.H. Benenkas



Tpunoxenwue 1

H®OPMALIMOHHAA MAMATKA
ONSA OBYYAIOLUUXCA ANA PA3MELLEHUA
HA OOULUMATNBHbIX WHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOJEXH B HHTCPHETE CTAHOBHTBCAH Gonplue, a IIKOJBHHKH OJHH M3 CaMbIX
AKTHBHBIX IOJNB30BaTeneli Pynera. Mexnmy TeM, NOMHMO OrpOMHOTO KOJIHYECTBA BO3MOJXKHOCTEH,
WHTEepHET HeceT H mpobnemsl. DTa MamMsATKa N0DKHA noMoub Tebe 6e30macHo HaXOAUTECS B CETH.

KoMnbloTepHbie BUPYCbI

KOMITBIOTEpHEIH BHpYC - 3TO DasHOBHIHOCTE KOMIIBIOTCPHBIX IIporpamMM, OTTHIHTENIbHOU
0cOBGEHHOCTHIO KOTOPOH SBIIAETCS CIOCOOHOCTh K PA3MHOKCHHIO. B 0mONIHEHKE K 3TOMY, BUPYCBI MOTYT
IOBPENMTh WIH MOJHOCTBIO YHHYTOXHTE BCE aifbl ¥ JAHHBIE, IOJAKOHTPOIBHBIE MOIB30BATENIO, OT
MMeHH KOTOpOro ObLIa 3allylieHa 3apaXkeHHas IpOorpamMMa, a Tarke TIOBPEIUTH HIIH J@Ke YHHITOXHATH
OTIEpALHOHHYIO CHCTEMY €O BeeMH daiinaMu B IEIOM. B 60JBIIHHCTBE CIY4YaeB PacmpOCTPaHANOTCS
BHPYCBI Yepe3 HHTEPHET.

MeTO/IBI 3aIUTHl OT BPEJIOHOCHBIX ITPOrpaMM:

1. Mcronb3ayii COBpeMEHHBIE ONEPAIMOHHEIE CHCTEMbI, HMEIOIIAC Cephe3HEIH YPOBEHb 3aIUTEL OT
BpPEJOHOCHBIX IIPOTPaMM;

2. TlocTOSHHO ycTaHaBnuBai nadté (UuGpPOBBIE  3alUIATKH, KOTOPBIC ABTOMATHYECKH
yCTAHABMBAIOTCA C IEJBIO JOPaOOTKH [pOrpaMMbl) M Ipyrue OGHOBICHHSA CBOCH orepandoHHOR
crcremsr. CKaunBail MX TOJNBKO ¢ OQUIMAIBHOrO calita pa3paboTHHKa OC. Ecnu cymecTBYET PEXHM
ABTOMATHYECKOr0 OOHOBIIEHHNS, BKIIFOUH €T0;

3. Paborail Ha CBOEM KOMIIBIOTEpE IOJ IpaBaMH IONB30BATENd, a HE aAMUHHMCTPATOPd. 210 HE
[103BOTAT OONBITAHCTBY BPEIOHOCHBIX HPOTpaMM HHCTAIMPOBaThCA HA TBOCM [IepCOHAJIBHOM
KOMIIBIOTEPE;

4. Vcnon3yli aHTHBHDPYCHBIE IPOrpaMMHBIE IPOIYKTBI ~H3BECTHBIX NPOM3BOAUTENEH, C
ABTOMATHYECKHM OOHOBJIEHHEM 0a3;

5. Orpanmdb GU3MYECKHI JOCTYI K KOMIBIOTEPY AL MOCTOPOHHMX JIHIL,

6. Vcronp3yii BHELIHHE HOCHTEH HHPOPMAIHH, TAKIEe KaK dnemxa, JUCK HIH (Qain ¥3 HHTEPHETA,
TOJBKO M3 IPOBEPEHHBIX HCTOUYHHKOB;

7. He oTKpBIBa# KOMIBIOTEPHBIE GaiiIbl, IOy YCHHBIE A3 HEHA/ICHKHBIX HCTOUHUKOB. Taxce Te daiinsl,
KOTOpBIE IIPHCIa)l TBOM 3HAKOMBIH. JIydIlle YTOYHH Y HEr0, OTIPABJIAT JIi OH Tebe ux.

Cetu WI-FI

Wi-Fi - 310 He BHJ lepeadu JaHHBIX, HE TeXHOJIOT U, 8 BCCro JIMIIb 6penn, Mapka. Eme B 1991 roxy
HH/Iep/IaH/IcKas KOMIIAHHWs 3apericTpHpoBaia 6pern "WECA", uro 0003Ha4ano CroBOCOYETAHHE
"Wireless Fidelity", KOTopbIil nepeBoIUTCA KaK "GecrpoBoHas TOYHOCTB".

Jlo Hamero BpeMeHH JOILIa Apyras ab0peBnarypa, KOTopas ABIACTCA TaKoil K€ TeXHOJOTHEH. ITO
a66pepmaTypa "Wi-Fi". Takoe HasBaHHe OBUIO JAHO C HAMEKOM Ha CTAaHIApT BhICIIEH 3BYKOBOM TEXHHKH
Hi-Fi, uto B mepeBojie 03Ha4aeT "BBICOKas TOYHOCTD".

Jla, OecrulaTHBI MHTEPHET-JOCTYI B kade, OTeNAX H a’poIopTaX ABIACTCH OTIIHYHOH
BO3MOJKHOCTBIEO BHIXO/IA B HHTEpHET. HO MHOTHE 3KCIIEPTHI CUMTAIOT, YTO OOMIEOCTYIHEE Wi-Fi cetn He
ABJISIIOTCS Oe30TacHBIMH.

CoBeTHI TI0 6€30M1aCHOCTH PaboTHl B 061e0CTYNHEIX ceTsax Wi-fi:

1. He nepenasaii CBOIO THYHYIO MH(YOPMALHMIO YEPE3 o6menocrynasie Wi-Fi cetn. PaGoras B HEX,
JKeJaTeIbHO He BBOAMTH [IAPOIH JOCTYIIA, IOTHHBI i KaKHe-TO HOMEpa;

2. Wcnione3yit 1 OOHOBIISH aHTUBHPYCHBIE IIPOrPaMMEL U 6pamamayep. Tem caMbIM ThI 00€3011aCHIITD
ce0s OT 3aKauKy BUpyca Ha TBOE YCTPOUCTRO;



3. Ipu HCIONB30BaHUH Wi-Fi otkroun gyaknuio "O61ui J0CTYI K (aitmam u mpuHTepam . JlaHHAs
(YHKIES 3aKphiTa N0 YMOJYAHHIO, OJHAKO HEKOTOPRIC [0JIb30BATENH AKTHBHPYIOT ee Ui yHoOcTBa
ACTIONB30BAHHS B paboTe min yuele;

4. He ucmonp3yit my6muynsii WI-FI g nepeatn JIMIHBIX JIAHHBIX, HAPUMED Ul BBIXOJA B
COLMAIGHEIE CETH MK B 3JIEKTPOHHYIO IIOUTY;

5. Vcronp3yit TONBKO 3allMIIEHHOE COSAMHEHHE ¥Epes HTTPS, a ne HTTP, T.e. mpu Habope BeO-
azpeca BBoay uMeHHO "hitps://";

6. B MoOGHIEHOM Tene(oHe OTKIOUH (YHKIHIO "omxmodenne K Wi-Fi aBTOMaTHYecKH". He
JONyCKa# aBTOMaTHYECKOTO MOAKIIFOUCHHS yCTpPOMCTBA K CETAM Wi-Fi 6e3 TBOEro coriacHs.

CoumanbHble CeTH

ComHATBHBIE CETH AKTHBHO BXOJIAT B HALY KU3Hb, MHOTHE JIFOIH paboTaIOT ¥ XKHUBYT TaM IOCTOSHHO,
a B Facebook yike 3aperHCTPHPOBAH MHAJUIAAp] YENOBEK, 4TO SABIACTCA OJHOMN CempMOil BeeX JKHUTENeH
iaHgeTsl. MHOTHE II0JIB30BAaTelH HE MOHMMAIOT, 9TO pH(pOpMAIKs, pasMelleHHas HMH B COLHAIbHBIX
CeTsIX, MOYKeT OBITh HAW[eHa M HCIOJB30BaHa KeM YrolHO, B TOM guciie He 0053aTENBHO C OIaruMu
HaMEpPCHUAMH.

OCHOBHBIE COBETEI 10 6€30MaCHOCTH B COHATBHBIX CETAX:

1. Orpanmds CIIMCOK Apy3eH. ¥ Tebs B APy3bsiX HE NOJDKHO GBITH ClyJaiHBIX 1 HE3HAKOMBIX JIFOZICH;

2. Bamumaii CBOI YACTHYIO JKH3Hb. He ykasbiBail Mapoil, TenedoHBI, anpeca, ATy TBOETO
POSK/IEHHS U APYTYIO JTUIHYIO HHPOpMAIIHIO. 37I0yMBILUICHHAKA MOT'YT HCIIOJIB30BATH AaXe HH(OPMALTHIO
0 TOM, KaK ThI ¥ TBOH POIHUTEIH IUIAHHPYETE MPOBECTH KAHUKYIIBI,

3. 3amumaii CBOIO peIyTalMIO - IEPXKH €€ B THCTOTE U 3ayaBaii cebe BOIPOC: XOTeN OBl ThI, YTOOBI
ApyTHe II0JNB30BATENM BUACIH, YTO TBI sarpyxaens? Ilomymaid, mpexjae 4eM HTO-TO onyOIMKOBaTh,
HAIIHCaTh | 3arPy3HTh;

4. Eciii THI TOBOPHIIE C JIOAbMHE, KOTOPBIX HE 3HACIIB, HE HCIIONB3YH CBOE peanbHOe UMS U JPYTYIO
JNIMYHYIO HHGOPMAIHH: HMS, MECTO KHTEJIBCTBA, MECTO y4eObl ¥ IpOYee;

5. Usberait pasmernenus ¢ororpaduii B IHTEpHETE, I/i€ ThL 1300paXkeH Ha MECTHOCTH, TI0 KOTOPOH
MO>KHO OIIPEJIEIHTE TBOE MECTOIOJIOKECHHE;

6. [lpu perucTpaluy B COLMANEHOH CeTH HEOOXO0IMMO HCTIONB30BATE CIIOKHBIC IIapoJIH, COCTOALIHE
13 GyKB U LHdp U ¢ KOTHYECTBOM 3HAKOB HE MCHEC 8;

7. JIUnist COIMAIBHO#M CeTH, IOYTHI M APYTHX CaHTOB Heo6X0IMMO HCIIONB30BaTh pa3HbIe apoyy. Toraa
ec/Ti Te6s B3JIOMAIOT, TO 3JI0yMBIINIEHHHKH TOJIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

OneKkTpoHHbLIe AEeHbIN

JIEKTPOHHEIE JEHBIH - 9TO OY€Hb y/OOHBIA criocob IIaTeskei, OHAKO CYILECTBYIOT MOIIEHHUKH,
KOTOpBIE XOTAT IOJIYyYHTh 3TH JCHBIH.

JIeKTpOHHBIE JEHbIH MIOSBHIICH COBCEM HEJABHO U MMEHHO H3-3a 3TOT0 BO MHOTHX rocyaapcTBax
JI0 CHX TIOp HEe IPOIKMCAHO PO HUX B 3aKOHAX.

B Poccun e OHM (QYHKIMOHHPYIOT M O HHX YK€ IPOIIMCaHO B 3aKOHE, IIe HX Pa3leisioT Ha
HECKOJIHKO BHJIOB - AHOHHMHEIE M HE aHOHHMHBIE. PasHuIa B TOM, YTO aHOHMMHBIC - 3TO T€, B KOTOPBIX
paspemiaetcs IPOBOAMTH omepanyuu  6e3 HIeHTH(QHUKAIMH II0Nb30BaTess, a B HEAHOHHMHBIX
HIEHTH(QHKAIMA T0IH30BATENS SIBIIAETCH 00s13aTeTEHOH.

Taioke clIeyeT pasiiyaTh IEKTPOHHEIE QHATHEIC JICHBIU (paBHBI TOCYZaPCTBEHHBIM BAIOTAM) H
3NIeKTPOHHbIE He(pHATHEIE NEHBIU (He PaBHBI IOCYIapCTBEHHBIM BAJIFOTaM).

OcCHOBHBIE COBETHI 110 6e30IacHOi paboTe ¢ 3IEKTPOHHBIMH JICHBIAMH:

1. ITpHBSDKH K c4eTy MOOHMIBHBIH TenedoH. OTO CaMbli yI0GHBI i OBICTPBIH CIIOCOO BOCCTAHOBHTE
JOCTYII K cueTy. [I[pHBsI3aHHBIH TeIe(OH IOMOKET, ECIIH 3a6yIeIb CBOM IIATEXKHBIH 1APOJIb HIIH 3aH/ICIIb
Ha CaliT ¢ HE3HAKOMOTO YCTPOMCTBA,

2. Wcnoms3yit oxHopa3oBele Napon. [locne mepexoja Ha yCHICHHYIO aBTOPH3AIMIO Tebe yxe He
GyZeT yrposKarh ONacHOCTh KPaXKH HMIIM NepeXBara IIaTexHOro apo;



3. Bribepn cnoxHbIH mapons. IlpectymHukam OyaeT He HpPOCTO yrajaTh CIOXKHBIH IapOIb.
HaziesxHble IIApOJIH - ITO IApOJIH, KOTOPBIE COAEPXKAT He MeHee 8 3HAKOB M BKIIOYAIOT B Ce0s CTPOIHBIC U
NpONHCHEIE GYKBBI, UGbPE! ¥ HECKOJIBKO CHMBOJIOB, TaKie KaK 3HaK A0J/UIapa, QyHTa, BOCKIHIATEIbHBIH
3gak | T.11. Hanpumep, $tR0ng!;;

4. He BROIM CBOM JIMYHBIE JaHHbIE Ha caiiTax, KOTOPBIM HE JOBEPSACIIb.

OrneKTpoHHas noyrta

DIeKTPOHHAS TIOYTA - 9TO TEXHOJOTHS H MPEJOCTABIAEMBIE €10 YCIYTH IO NEPECHUIKE U MOy ICHHIO
3JIEKTPOHHBIX COOOIIEHHH, KOTOPbIe PACHpeAe/AIOTCS B KOMIBIOTEPHOH ceTH. OOBIMHO SMEKTPOHHBIN
[TOYTOBBIH SIMK BBINIAMT CIIEAYIOMEM 00pa3oM: HMs_IOJB30BaTeNa@ums_fomeHa. Takke KpoMe
Tepeaun MPOCTOro TeKCTa, UMEETCs BO3MOXKHOCTD NIepeaBath (aiiibl.

OCHOBHBIE COBETEI 110 Ge30macHoi paboTe ¢ 3IMEKTPOHHOM IOYTOH:

1. Hazio BBIGpaTh MpaBHUIIBHEIH MOYTOBEI cepBHC. B HHTEpHETE €CTh OrPOMHEBIH BEIOOP GeCIIaTHEIX
[I0YTOBBIX CEPBHCOB, OJHAKO JIy4Ille JOBEPSTH TeM, KOTO 3HAEIIb M KTO IIEPBEIHA B PEHTHHIE;

2. He ykaspBaifi B mmuHOM moyre JwW4Hyro HHOpManmio. Hampumep, mydme BBIOpaTh
"My3bIKanbHbI_(panat@" win "pox2013" BMecto "Temal3";

3. Vcmomp3y# IBYXSTAIIHYIO aBTOPH3AIMIO. JTO KOIAa MOMHMO Iapols HYXKHO BBOJHMTB KOZ,
npHckUIaeMbli o SMS;

4. BeiGepH CTOXKHBIH Maponb. Jis KaXIOro MOYTOBOTO AIIMKA NOJDKEH OBITH CBOM HaE)KHBIM,
YCTOMYHBELHA K B3JIOMY I1apOJIb;

5. Ecii ecTh BO3MOXHOCTh HAIMCATH CAMOMY CBOH JIMYHBIH BOIIPOC, HCIIOIB3YH 3TY BO3MOXHOCTD;

6. Mcromnp3yli HECKOJIBKO MOYTOBBIX SINMKOB. IIepBhIM JUId 4aCTHOM IEPEeluCcKH C agpecaTamu,
KOTOPBIM THI JIOBEPSEIb. DTO SJIEKTPOHHBIHA afipec He Hajlo HCIONMb30BaTh IPH PEMMCTPAliy Ha Gopymax
H caiTax;

7. He oTkpeIBaii daiiyisl ¥ Apyrue BIOXKEHHS B MHChMAaX, JaKe eCJIM OHH IPHIILIH OT TBOHX JpY3eH.
Jlyullle yTOUHH Y HHX, OTIIPABJISUIH JIK OHH TeOe 3TH (aiibl;

8. Iocne okoHYaHHs pabOTEI Ha IOYTOBOM CEPBHCE Iepe]| 3aKPhITHEM BKJIAJKH ¢ caiiToM He 3a0y1b
HaxkaTh Ha "BeriTa".

Ku6epOynnuHr unu BUpTyanbHoe u3aeBaTernbCcTBO

KubepOy/umHr - mnpeciefoBaHHe COOOLICHWSAMH, COJEpXKAIIMMH OCKOPOJIEHHs, arpeccHIo,
3allyrHBaHue; XyJIUTraHCTBO; COLHANIbHOE OOHKOTHPOBAHME C IIOMOINBIO PA3IMYHBIX HHTEPHET-CEPBHCOB.

OcHOBHEBIE COBETHI 10 60pE6e ¢ KHOEepOyIITHHIOM:

1. He 6pocaiics B 60#i. Jlyammii croco6: mocoBeToBaThCsl Kak ceOst BECTH M, ECIIH HET TOTO, K KOMY
MOXKHO OOpaTHTBCS, TO BHa4Yalle YCHOKOHMTHCS. EcaM Thl HavyHEINb OTBEYAaTh OCKOpPOIEHHAMH Ha
0CKOpOJIEHHs], TO TOIBKO elle 0OoIbIIe pa3oiaKellh KOHQIHKT;

2. Vupapnsii ceoeii kubeppenyTauueit;

3. AnonumHOCTE B ceTd MHHMas. CyIIecTBYIOT CHOCOOBI BBIICHHTH, KTO CTOHMT 3a aHOHHMHBIM
aKKayHTOM;

4. He crout BecTH XynuraHckuil oOpa3 BUpTyanbHOH xu3HH. MHTepHET (uKcHpyeT Bce TBOM
JIeHCTBUS U COXpAHSET UX. Y JaIUTh UX OyAeT KpaiHe 3aTpyIHHTEIBHO;

5. Cobmrozaid CBOKO BUPTYAIBHYIO YECTh CMOJIOAY,

6. Urnopupy# enuHW4HbIH HeraTuB. OJHOpa30Bble OCKOpPOHTENBHBIE COOOILIEHUS JIydIle
urHopuposatk. OOBIMHO arpeccus NpeKpalacTcs Ha Ha4anbHOM CTaauu;

7. ban arpeccopa. B nporpamMMax oOMeHa MTHOBEHHBIMH COOOILIEHUSAMH, B COLHATIBHBIX CETAX €CTh
BO3MOXHOCTB OJIOKMPOBKH OTIPaBKU COOOINEHHUIT C ONPEENEHHBIX aJPECOB;

8. Ecnmu Tel cBumerens kubepOymmuara. TBOM AEHCTBHS: BBICTYIUTL IIPOTHB IIpecieoBaTelis,
II0Ka3aTk €My, YTO €ro ACHCTBHUs OLEHHBAIOTCS HETaTHBHO, NOANEPKAaTh JKEPTBY, KOTOPOH HYXHa
IICHXOJIOTHYECKas IOMOINb, COOOIIUTE B3POCIEIM O (aKTe arpeCCHBHOIO IIOBEICHHS B CETH.



MobunbHbIn TenedoH

CoBpeMeHHbIe CMapTQOHbI ¥ IUTAHIIETH CONEPXKAT B cebe BIIOIHE B3POCIBIM (GYHKIHOHAI, H TENEPh
OHH MOT'YT KOHKYPHPOBATh CO CTALMOHAPHBIMH KOMITbIOTepaMu. OTHAKO, CPEICTB 3AIUTHI 1 1000HBIX
YCTpOHCTB oK 04eHb Maso. TeCTHPOBAHHUE U IIOMCK YS3BHMOCTEH B HUX POHCXONUT HE TaK HHTCHCHBHO,
xak uig [TK, To e camoe KacaeTcst ¥ MOOMIIBHBIX PHIIOKEHHIH.

CoBpeMeHHbIE MOOHIIBHEIE Opay3ephl yxe IPAaKTHYECKH [OTHAIM HACTOJbHBIC AHAJOrH, OJHAKO
pacimipenue QyHKIHOHAIA BIeYeT 3a 060 GOMBLIYIO CI0XKHOCTE M MEHBIIYIO 3AIHIICHHOCTE.

Jlasexo He Bce MPOM3BOJUTENHN BBITYCKAIOT OOHOBIICHHS, 3aKPBIBAIOIIME KDUTHIECKHUE YI3BUMOCTH
JUTSL CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI I 6€30IMacHOCTH MOOHIBHOTO TenedhoHa:

Huuero He ABJseTCs M0-HACTOSIEMY GecIuiaTHBIM. Byb 0CTOpOXKeH, Belb Koraa Tebe Ipe/yiaraior
OecIUIaTHBIH KOHTEHT, B HEM MOTYT OBITH CKPBITHI KAKHE-TO IUIATHBIE YCIIyTH,

Ilymait, npexnae dem ornpasuTs SMS, ¢oro mmm Buzeo. TEl TOYHO 3Haellb, II€ OHH OynoyT B
KOHEYHOM HTOTre?

Heo6X01uMO 0GHOBIIATE ONEPAIHOHHYIO CHCTEMY TBOETo cMapT(oHa;

Wcnons3yit aHTHBHPYCHBIE IPOIPAMMBI I MOGHITEHBIX TENE(OHOB;

He 3arpykaif IpUIOKEHHS OT HEM3BECTHOTO HCTOYHKKA, BEIb OHH MOTYT CONEPXKATh BPEIOHOCHOE
[porpaMMHOE 00eCIIeYeHHE,

TTociie TOro Kak Thl BBIAZEINs C caiiTa, IJe BBOMMI JIAYHYIO HH(OpMAIMIO, 3alii B HACTPOHKH
6paysepa 1 yaamm cookies;

[leproauyecKy MPOBEPsIii, KAKHE IIATHBIE YCIIYTH aKTHBHPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOlf HOMEpP MOGHIEHOTO TeNe(OHa TONBKO JIO/SIM, KOTOPBIX ThI 3HACHIb K KOMY JIOBEPACILIb;

Bluetooth mosmken 6BITH BEIKIIOYEH, KOTa ThI MM He mojb3yemsces. He 3a0piBaii HHOTIA IPOBEPATH
3TO.

Online urpsbl

CoBpeMEeHHBIE OHJIAWH-UIPEl - 3TO KPAacOYHBIE, 3aXBATHIBAIONIME DPa3BJIEYEHHs, OOBETHHSIONINE
COTHHM THICSY YeNOBEK IO BceMy MHpPY. MIrpoKH HCCIELYIOT JaHHBIM HM MHp, OOIIAr0TCs JAPYT ¢ APYTOM,
BBIIOJIHAIOT 3aJlaHMs, CPakaloTcs ¢ MOHCTpaMH H IIOIY4YaioT ONBIT. 3a yNOBOJBLCTBHE OHH IUIATAT:
MOKYMAIOT JIUCK, OILIAYMBAIOT a00OHEMEHT HITH IPHOOPETaIOT KAKHE-TO OIIIHH.

Bce 3TH cpeicTBa MAYT HA MOANEp)KAHHE M Pa3BHTHE HIPHI, a TakkKe Ha caMmy O0e30I1aCHOCTE:
COBEPUICHCTBYIOTCS CHCTEMBI aBTOPH3Al[HM, BBIIYCKAIOTCA HOBBIE NaT4d (UM(pOBBIE 3alUIATKH U
IpOrpamMM), 3aKpPEIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1og00HBIX HIpax CTOMT ONACcATHCS HE CTOJIBKO CBOMX COIIEPHHKOB, CKOJIBKO KPaXKH TBOETO I1apoJid,
Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPH3aL{H OONBIIMHCTBA HID.

OcHOBHEIE COBETEI 110 0€30ITaCHOCTH TBOETO HIPOBOT'O aKKayHTa:

1. Eciu apyroit urpok BefeT cebs II0X0 HIH co3/JaeT Tebe HeNPHATHOCTH, 3a0JIOKHpPYH €ro B CIIHCKE
HTPOKOB;

2. Toxamyiics agMHHECTpaTOpaM HIpHl Ha IUIOXO€ IIOBEIEHHE 3TOr0 HIPOKA, XKEJNATEIbHO
IPHIOKHUTE KAKHE-TO JOKA3aTeIbCTBA B BUJIE CKPHHOB;

3. He ykaspiBait mryHyio HHGOpMAIHIO B podaiine Urper;

4. Vpaxaii ApYruxX y4acTHUKOB IO UTpe;

5. He ycranaBnmuBaii HeouuuanbHble NaT9d U MOJIBI;

6. Mcrionn3yii CI0MKHBIE U pa3HbIE IapOJIH;

7. Jlaxke BO BpeMs HIPBI HE CTOMT OTKJIIOYATh aHTHBHPYC. [I0oka ThI Hrpaelb, TBOH KOMIILIOTEP MOTYT
3apa3uTh.

PUIIKUHI UMK KpaXKa NIMYHBbIX AaHHbIX



OGBI4HOM Kpael JeHer W JOKYMEHTOB CETOJHS YK€ HHKOrO HE yIHMBHIIb, HO C Pa3BHTHEM
MHTEPHET-TEXHOJIOTMH 37I0YMBIIUICHHHKH IIEPEMECTHINCh B HMHTEPHET, H MPOJIOJDKAIOT 3aHHMAThCA
"11I06GUMEIM" IETIOM.

Tak MOSBHIACH HOBas YIpo3a: HHTEPHET-MOIICHHHYECTBA WM (HIUWHT, ITaBHAd LENb KOTOPOro
COCTOWT B NOJIyJeHHH KOH(HIEHIHATBHEIX JaHHBIX IOIB30BATENEH - TOrHHOB ¥ naponei. Ha anrmtickoM
sspixe phishing unTaetcs kak uumar (ot fishing - peibHas nosxud, password - [1apoJib).

OCHOBHBIE COBETHI 10 OOpEOe ¢ QHUIIHHIOM:
1. Crenu 3a CBOMM aKKayHTOM. Eciu Tl OZO3peBacllb, YTO TBOS aHKeTa OblTa B3JIOMaHa, TO

Heo6X0MUMO 3a6JI0KHPOBATE €€ K COODIIATE aJMHHICTPATOPaM pecypea 00 5TOM Kak MOKHO CKOPEe;

2. Wcnons3yii 6e3omacHble BeO-CaifThl, B TOM YHCIIE, HHTCPHET-MarasuHOB M IOMCKOBBIX CHCTEM;

3. Vcmone3yil cnoxHblE M pasHble Hapoid. Takum oOpasoM, eciH TeOs. B3JIOMArT, TO
3JI0YMBIILIEHHHKHE TI0yYaT JOCTYII TONBKO K OTHOMY TBOEMY IPOGHIIIO B CETH, & HE KO BCEM;

4. Ecii Te6d B3JIOMAIIH, TO HEOOX0AUMO IPEAYIPEJUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE I00aBIICHBI
y TeOs B APY3bAX, O TOM, 9T0 TeOs B3IOMAIH H, BOSMOXHO, OT TBOET0 HMEHH OY/IET pacchlIaThCs CriaM u
CCBUIKH Ha ()HIIMHTOBBIE CAHTEI;

5. Veranosu HanexHbIH napons (PIN) Ha MOGHIBHBIH TeneoH;

6. OTKIIIOYM COXpaHeHHe Iapoiisd B Opaysepe;

7. He oTkpeiBaii (aiiyiel M Opyrue BIOXKEHHS B MACbMax, JaXe€ €C/IH OHH IPHIIIH OT TBOHX JIpy3€H.
Jlydmme yTouHH y HEX, OTIIPaBILUIH JIM OHH TeGe 9TH (aiimsbL.

Undposas penyraums

LlnppoBas pemyTaius - 9TO HETaTHBHas MM TO3HTHBHAS HHGOpMAlMs B CETH O Tebe.
KoMmpomeTHpyromas HE(GOpMAaNKs, pa3MeIleHHas B HHTEPHETE, MOXKET CEPhe3HbIM 00pasoM 0TPasHTECA
Ha TBOel peambHOM xwm3HM. "Lludposas pemyramus' - 3TO TBOH HMHJDK, KOTODBLi (OopMUpYeTCS H3
uH(opManK 0 Tebe B HHTEPHETE.

TBOE MECTO JKHTEILCTBA, y4eOkl, TBoe QHHAHCOBOE NONOXKEHHE, 0COOEHHOCTH XapaKTepa i pacCcKashl
0 OJIM3KHX - BCE 9TO HAKAIITUBAETCS B CETH.

MHOTHe TOAPOCTKH JIETKOMBICTIEHHO OTHOCATCS K ITyOIHMKaluK THYHOH HHpopMamuy B HTepHeTe,
HEe TIOHHMAas BO3MOXHBIX TocneAcTBHil. THI Jaxe HE CMOXKEIIb JOTagaThCs O TOM, 4TO (ororpadus,
pasMelleHHas 5 JIeT Haza/, cTajla IPHYHHOM 0TKa3a IpUHATE Tebs Ha paboty.

KomMmenTapuu, pazMmemieHue TBOHX (oTorpaduii B ApyrHe JEHCTBHS MOTYT HE HCYE3HYTh Haxe
TocJIe TOro, Kak Thl HX yHanuins. Tl He 3Haellb, KTO COXPAHHI 3Ty HMH(pOPMAIMIO, IoNala JIH OHA B
TIOMCKOBBLIE CHCTEMBI M COXPAHHWJIACH JIM OHA, a TJIABHOE: YTO IOAYMAIOT O Tebe OKpY»KaloIlHe IIOMH,
KOTOpHIE HalayT B yBHAAT 3T0. HaliTi mH(OpMAIMIO MHOTO JIET CILyCTA CMOXKET JIFO0O0H - KaK u3 JoOPBIX
0Oy XXIEeHHH, TaK ¥ ¢ HAMEPEHHEM NPHYUHHATE Bpe. DTO MOXKET OBITh KTO YTOJHO.

OCHOBHEIE COBETHI IO 3aIIKTE U(POBOH penyTalyH:

1. ITogymaii, mpex e 9eM 9TO-TO IyOIMKOBaTh U NepeaBarh y ce0s B 6J1ore MM B COLMAILHOM CETH;

2. B wHacTpoiikax pouis YCTAHOBH OrpaHHYCHHS Ha IIPOCMOTP TBOETO IPOQHIL M €ro
COJIEP’KHMOT0, ClIeNa ero TOJIBKO "mig apysei";

3. He pasmemaii 1 He yka3biBail HH(QOpMAaLKIO, KOTOpas MOXeT KOro-Iubo ocKopOIATE Uil 00HXKaTh.

ABTOpCKOe npaBo

CoBpeMeHHBIE LIKOJBHUKH - aKTUBHBIE I10JIB30BaTENH M (POBOro IIpocTpancTBa. OHAKO JaleKo He
BCE 3HAOT, YTO II0JIb30BaHHE MHOTMMH BO3MOXHOCTAMHM IM(ppoBoro mupa Tpedyer coOmoaeH s IIpaB Ha
HHTEJIEKTYaJIbHYIO COOCTBEHHOCTB.

TepmuH "HHTEIIEKTYaIbHAs COOCTBEHHOCTD" OTHOCHUTCS K Pa3IMYHBIM TBOPEHHSIM 4YeJIOBEYECKOTO
yMa, HauMHas ¢ HOBBIX H300pEeTeHHH U 3HAKOB, 0003HaYaOMMX COOCTBEHHOCTh Ha NPOIYKTHI M YCIIYTH, H
3aKaH4MBas KHUIaMH, (GoTorpadusaMu, KHHOQHUIbEMaMH B My3bIKaJIbHBIMH IIPOU3BEACHUSIMH.

ABTopckHe mpaBa - 3TO IpaBa Ha HMHTEJUIEKTyalbHYIO COOCTBEHHOCTH Ha IPOM3BEINECHHUS HAYKH,
IUTEpaTypel M HCKycCTBa. ABTOpPCKHE I[IpaBa BBICTYNAOT B KayeCTBE TapaHTHH TOrO, 4YTO
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HHTE/UIEKTyaTBHEI/TBOpYECKH TPy aBTopa He OyZerT HampacHBIM, JacT €My CHpaBeUIHBEIC
BO3MOKHOCTH 3apaboTaTh Ha pe3y/IbTaTax CBOEr0 TPyJa, IOy IHTh H3BECTHOCTH U Npu3HaHue. HukTo be3
paspelieHHs. aBTOpa HE MOXET BOCIPOH3BOJHTH €ro IpPOH3BEACHHUE, DPaclIpPOCTPAHATE, yGInYHO
JIEMOHCTPHPOBaTh, IIpojaBaTh, HMIIOPTHPOBATh, IIyCKaTb B IIPOKaT, IyOJMMYHO  HMCIOJHATH,
II0Ka3BIBaTH/HCIONHATE B 3¢QHpe WiH pasMemaTs B iHTepHeTe.

Hcmonp30BaHue "MUpaTcKoro"” mporpaMMHOro o6ecrneyeH s MOXKET IIPUBECTH K MHOTHM PHCKaM: OT
TIOTepH JAHHBIX K TBOMM aKKayHTaM /0 GIOKHPOBKM TBOEro yCTPOHCTBA, I/I€ YCTAHOBIICHA HeJlerajbHad
nporpamma. He cTouT TakoKe 3a0BIBaTh, 4TO CYMECTBYIOT JIETAIBHBIC H OECIUIaTHEIC IIPOrpaMMBL, KOTOPEIE
MOHO HA¥TH B CETH.

O noptane
CereBHHOK.p() - TBOM IJIABHBIM COBETYMK B CETH. 31€CH THI MOXEIIb y3HATh O 0e301acHOCTH B CETH

TTOHSTHBIM | JOCTYIIHBIM SI35IKOM, & TIDH BO3HUKHOBEHHH KPHTHYECKON CHTYalli 00paTHTECS 33 COBETOM.
A TaxKe NPHHATH yIacTHE B KOHKYPCax M CTaTh CaMbIM IIH(POBBIM rpakJjaHAHOM!
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[Mpunoxenne N 2

MAMSITKA AN POOUTENEN OB UHOOPMALIMOHHOWN BE30MACHOCTU AETEN

Omnpezenenne TepMuHa "HH(OPMAIMOHHas Ge30macHOCTs AeTel" comepxurcs B DenepanrbHOM
saxome N 436-®3 "O zamure mereil oT HHMOPMAIMH, TIPHYUHSIOWIEH Bpel HX 3I0POBBIO H Pa3BUTHIO",
PEeryIHpYIOIMM OTHONIEHHS, CBA3aHHEIE C 3alUTON JeTed OoT MHDOPMALMH, NPUYMHSIOMWEH BpEX HX
3I0POBBIO | (HIH) pa3BuTHIO. COITIACHO JAHHOMY 3aKOHY "HH}OpPMaHOHHas 6e30I1aCHOCTh AETel" - 9TO
COCTOSIHHE 3AIAIIEHHOCTH, TIPH KOTOPOM OTCYTCTBYET PHCK, CBA3AHHBIH ¢ NPHYMHEHHEM HHOpMalHeH
Bpella UX 370POBbIO | (W) GH3HIECKOMY, ICHXUIECKOMY, HYXOBHOMY, HPABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepansroro 3akona N 436-03 urdopManuei, IpHIMHSIOWEH BPE/l 3T0POBBIO H (ann)
Pa3BUTHIO IETEM, SBIACTCA!

1. uHpOpMAaIHs, 3anpelieHHas U1 PACIPOCTPAHEHHs CPeIH ACTeH;

2. uH(pOpMaIHs, PacIpOCTpaHeHHe KOTOPOH OrpaHH4EeHO CPeld AeTeH ONMpPeNeNeHHbIX BO3PACTHBIX
KaTerOpHH.

3. K uopMalmy, 3anpeiieHHOH I PacIpOCTPaHEH s CPEIU AeTeH, OTHOCHTCS:

4. wHpOpManHs, MOOYXKAAONas AeTell K COBEPINCHUIO NEHCTBHM, MPEJICTABIAIOMHMX YIrpo3y HX
JKU3HH M (VIIH) 370POBBIO, B T.4. IPHYHHEHHIO BPe/ia CBOEMY 3[0POBBIO, CaMOyOHIACTBY;

5. CIIOCOOHOCTH BBI3BATH Y JIETEH JKelaHHe YIIOTPEOUTh HApKOTHYECKHE CPEICTBA, IICHXOTPOIHEIE H
(WIH) ONYpMAHHBAIOI[ME BEIUECTBA, TabauyHble M3/ENUs, AIKOTOJBHYI0 H CIHMPTOCOACPXKALIYIO
IPOIYKIMIO, IABO U HAITHTKH, H3[OTABIMBAEMBIE HA €0 OCHOBE; IPUHATH y4acTHE B a3apTHBIX MIPaX,
3aHAMATHCS IPOCTHTYIHEH, OPOSDKHAYECTBOM HIIH ITOIPOIIAHHAYECTBOM;

6. 0BOCHOBBIBAIOIIAs MIIM ONpPABMBIBAIOMAS JOIYCTHMOCTh HACHIMS M (HJIH) JKECTOKOCTH JHMOO
106y /Iaromas OCYIIECTBIATH HACHIBCTBEHHBIE JEHCTBHA 10 OTHOLICHHIO K JIFOJAM M JXUBOTHEBIM;

7. OTPHIAIOMAs CEMEHHBIE EHHOCTH U (OPMHpYIOIIAs HEYBXKEHHE K POMUTENAM ¥ (HJIH) APYTHM
YJIeHaM CEMBH;

8. ompapJBIBAIOIIAs IPOTHBONIPABHOE IOBEICHHE;

9. comeprkanias HEIEH3YPHYO OpaHb;

10. comepxarnas HHGOPMAIIHIO IOPHOTpaQHIECKOro Xapakrepa.

K undopmaiuy, pacrnpocTpaHeHHEe KOTOPOH OrpaHMYEHO CpelM IETEeH ONpeleNeHHOro BO3pacTa,
OTHOCHTCSL:

1. uHpOpMaIHs, ITPeCTaB/IseMast B BHe H300paXKeHHs MM OIMCAHHUS KECTOKOCTH, (U3UYECKOro U
(K1) ICUXMYECKOrO HACHIIHS, IPECTYILIEHHUS MM HHOTO aHTHOOIIECTBEHHOTO IEHCTBHS;

2. BBI3BIBAOLIAS Y JIETEH CTpax, yXKac WK MaHUKY, B T.4. IPEJICTaBIAeMas B BUIE H300paXEHU HIIH
OIMCaHKs B YHHIKAIOIIEH YeIOBEYECKOEe JOCTOHHCTBO (hopMe HEHACHIBCTBEHHOH CMEPTH, 3a00JI€BaHus,
caMOyOHICTBa, HECYACTHOTO CIIyYasi, aBapHH MM KaTacTpo(dsl U (MJIH) MX MOCIENCTBHA;

3. mpeficTaBiIsAeMas B BH/Ie H300pakeHHs MM OIMCAHHUS MOJIOBBIX OTHOIICHHH MEXKITY MYKIHHOH H
WKEHITHHOM;

4. comeprxainas OpaHHbIE CJI0Ba U BHIPAXKEHHs, HE OTHOCAIIMECS K HELEH3yPHOH OpaHH.

C yyerom storo Bam mpeznararorcst npaBunia paboTel B ceTd MiHTepHET I pa3sTMYHEIX BO3PACTHBIX
KaTeropHii, COOJIIOAEH e KOTOPBIX I03BOJIHT 00eCIeYHnTh HHPOPMALHOHHYIO 0€30M1aCHOCTE BaIllKX JAETeH.

O6wue npaBuna ans poauTtenen

1. HesaBucumo oT Bo3pacra pe0eHKa HCIIONB3yHTe IporpaMMHOE obecnedeHHe, NMOMOTrarolee
GUIBTPOBATE U KOHTPOIHPOBATH HH(QOPMAIIHIO, HO HE IoJIaraiTech IOJHOCTEIO Ha Hero. Baie BHuManue
K peOeHKy - ITTaBHBIH METOJ| 3allHThI.

2. Ecnu Bam peGeHOK HMEeT akKayHT Ha OJHOM M3 COLMATbHEIX CEPBHCOB, BHUMATEIBHO H3YIHTE,
Kakyro HHGOpPMAIMIO IIOMENIAIOT ero0 YYaCcTHHKH B CBOHMX Npodmiix M 6iorax, Bkmodas Gororpadpuu u
BHJIEO.
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3. IlpoBeppTe, ¢ KakAMH OpYTMMH caiiTaMH CBf3aH COIMANBHEIA ceppHc Bamero pebemka.
Crpanuukn Bamero peGeHka MoryT OBITh O€30macHBIMH, HO MOTYT H COAEpPXaTh CCBUIKH Ha
HeeNaTe/IbHEIE M ONIACHBIE CAalThI (HapHUMep, HOPHOCAUT, MIIH CalT, Ha KOTOPOM APYT YIIOMHHAET HOMEP
coroBoro tenedona Bamero peberka um Bam gomamsuii anpec)

4. Tloompsiite Bammx nereit coobmarsk 060 BCeM CTPAHHOM HJIH OTTIKHBAOIIEM M HE CIIHIIKOM
OCTpO pearupyiite, KOrja OHH 3TO JeNaloT (M3-32 OIACEHHs IOTEPATH AOCTyn kK MHrepHery netu He
TOBOPAT POJMTENAM O pobieMax, a TAKXKe MOTYT HadaTh HCIIOJIb30BaTh MIHTEPHET BHE JOMa M IIIKOJIEL).

5. BynpTe B Kypce ceTeBoi u3HK Bamero pebenka. lHTepecyiiTech, KT0 UX Ipy3bs B HTepHET Tak
XkKe, KaK HHTepeCcyeTech pealbHBIMU APY3bIMH.

[TOAPOCTKH AKTHBHO MCIOJIB3YIOT IIOMCKOBBIE MAIIMHBL, MONB3YIOTCH 3JIEKTPOHHOM IIOYTOH,
ciyx0aMi MTHOBEHHOTO OOMEHa COOOIUEHHSMH, CKAauMBAlOT MY3bIKYy M (QuIbMbL. MalbynkaM B 3TOM
Bo3pacre 00Jblle [0 HpaBy CMETaTh BCe OrPAaHHYEHHs, OHM MKaXIyT TpyOOro roMopa, asapTHBIX HID,
KapTHHOK "1 B3pocibix". J[eBOUKM IpeIIounTaoT 00Iarkesa B YaTax, IpH 3TOM OHH ropasmuo Oonee
YyBCTBHTEJIBHBI K CEKCyaIbHBIM JoMorareascTsaM B FIHTepHeTE.

3a4acTyio B JAHHOM BO3pacTe POJHUTENAM YK€ BeCbMa CIIOXHO KOHTPOJIHMPOBATh CBOMX NETEH, TaK
Kak 00 MiHTepHeTe OHM yiKe 3HAIOT 3HAa4YHTEJILHO OoMbIe CBOMX poauTenei. TeMm He MeHee, He OTImycKaiiTe
nereii B "cBoboanoe miuasanue" o MuTteprety. CrapaiiTech akTHBHO y4acTBOBATh B 00IEHHM peOEHKa B
WHuTepHeTe.

BakHO mMo-IpeXXHEMY CTPOro cobmonars npasuna MHTepHET-0€30MacHOCTH - COrnaneHne MeXIy
pomuTensMd H JgeTbMd. Kpome TOro, HeoOXoAMMO KaK MOXKHO dYallle IPOCMAarpuBaTh OTYETHI O
nesTenbHocTH geredi B MuTepHere. Crnemyer oOpaTHTh BHHMaHHE Ha HEOOXOOMMOCTB COJCPIKaHHA
POMUTENLCKHX Mmapoliell (maposieil agMHHHCTPATOPOB) B CTPOIOM CeKpeTe H OOpaTHTh BHHMaHHE Ha
CTPOIOCTh 3THX IapOJIEH.

CogeTsl 110 6€3011aCHOCTH .

1. CozpaiiTe COMCOK AOMAalIHHX INpaBui IocemleHus MHTepHeTa npH y4acTHH NOJPOCTKOB H
Tpebylite Oe3ycnoBHOro ero BbIMONIHeHHs. OOrosopure ¢ peGEHKOM CIIMCOK 3alpelleHHBIX CaiToB
("uepnslii cimcok™), yacel paboThel B MIHTEpHETE, PyKOBOACTBO 10 00mmIeH !0 B MHTepHETE (B TOM 4HCTIE B
yarax).

2. KomnproTep ¢ mogKIIoOueHHEM K ceTH MIHTepHeT No/KeH HaXoquThCs B 00Ieit KoMHaTe.

3. He 3abriBaiiTe GecenoBats ¢ 1eTbMH 00 HX Apy3bsx B VlHTepHeTe, 0 TOM, Y€M OHH 3aHATHI TAKHM
obpazomM, OyATo peds HIET O APY3bsX B peanbHOH jxu3HH. CrpamuBaiiTe O JIOASX, C KOTOPBIMH [IETH
00IIaI0TCs MOCPEACTBOM CIIyKO MIHOBEHHOTO 0OMEHa COOOMIEHHUSIMH, YTOOBI YOEAUTHCH, YTO ITH JIIOIH
MM 3HaKOMBIL.

4. Hcnomesylite cpenctBa OJIOKHpOBAaHHS HEXENATENbHOTO KOHTEHTA Kak JOIOJHEHHE K
CTaHZapTHOMY POIUTENECKOMY KOHTPOJIIO.

5. Heobxonumo 3HaTh, KaKHMH 4YaTaMd MONB3yloTcs Bamm geru. [loompsiiTe HCIONB30BaHHE
MOJIEpHPYEMBIX YaTOB M HacTaMBaiiTe, 4TOOBI IETH HE OOLIANKCEH B IPHBATHOM PEXKHME.

6. HacramBaiiTe Ha TOM, 4TOOBI IETH HHKOT/Ia HE BCTPEUAIHCE JINYHO C JPY3bsMH U3 ceTu HTepHeT.

7. IlpuyunTe neTei HE BBIIABATH CBOIO JHMYHYIO MH(OPMALHMIO CPEACTBAMHE 3JIEKTPOHHOM IIOYTEH,
4aTOB, CHCTEM MIHOBEHHOI'0 0OMeHa COOOIIEHHAMH, PETHCTPAlMOHHEIX (GOpM, JIMYHEIX mpodueil d npu
PErHCTpaliy Ha KOHKYPCHI B MIHTepHeTe.

8. Ilpuyunre nereii He 3arpyxarh mporpammel 6e3 Bamero pasperenns. O6bsICHATE UM, YTO OHH
MOTYT CIy4alHO 3arpy3uTh BUPYCHI WM JIPYroe HeXelaTeIbHOe IIPOrpaMMHOe 0DeCIIeYeHH e,

9. Ilpuyunre Bamero pe6eHka cooGmaTh BaM O JIOOBIX Yrpo3aX HJIM TPEBOrax, CBA3aHHBIX C
HMureprerom. HanoMuuTe fieTsm, 4To OHM B 6E30IIaCHOCTH, €CITH CaMH PacCKa3ald BaM, O CBOHX yrpo3ax
HIH TpeBorax. [foxsanure ux ¥ OCOBETYHTE IIOJOHTH elle pa3 B IOA00HBIX CIIydasX.

10. Pacckaxure netsam o mopHorpaduu B MuTepHeTe. [IoMOrHTe MM 3aIuTHTECA OT ciama. Haygure
IOAPOCTKOB HE BbIJaBaTh B FIHTepHETE CBOETO pealbHOrO 3JIEKTPOHHOrO ajapeca, HE OTBEYATh Ha
HeXeNaTe/bHbIe MHChMa M HCII0JIb30BaTh CIENHATbHEIE I0YTOBbIE (QHIIBTPEL
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11. IIpuyunre cebs 3HAKOMHTBCSA C CalHTaMM, KOTOPBIE OCEINAOT IIOJPOCTKH.

12. Hayuwure jerell yBaxaTh IPyruX B HHTepHETe. Y O€UTECh, YTO OHU 3HAIOT O TOM, YTO IpaBhia
XOpOIIET0 IIOBEeHHs JeHCTBYIOT BE3/IE - JaXe B BUPTYaIbHOM MHpe.

13. O6BicHHTE HeTAM, 9TO HH B KOEM Cllydae Henb3s Hcmonb3oBaTh CeTh Ul XYJNUTaHCTBA,
pacIpoCTpaHEeHHs CIUIETEH UIIH YIPo3 APYTUM JIFOJAM.

14. ObcymuTe ¢ HOAPOCTKAMH MpPOONEMBI CETEBBIX a3apTHBIX MIP H HMX BO3MOXKHBIA PHCK.
HanomHMTE, 9TO JETH HE MOI'YT MI'PATh B 3TH MIPEI COINIACHO 3aKOHY.

TTocTOSHHO KOHTpOIHpY#iTe Henonb3oBanue MuTepHeTa Bamum pebenkom! I10 He HapyIUEeHHE ero
JIMYHOTO IPOCTPAHCTBA, @ Mepa [pPEJOCTOPOKHOCTH H TMposBleHHe BameH poJMTENBCKOH
OTBETCTBEHHOCTH H 3a00TEHI.
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